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Introduction 

In an era where geopolitical competition extends far beyond military capabilities and traditional 
espionage, the concept of trust emerges as a decisive strategic asset. Trust underpins alliances, 
shapes coalition durability, and determines the resonance of national narratives in the global arena. 
Yet, in today’s fractured information environment, trust is under assault—from disinformation 
campaigns, coercive influence operations, and the erosion of legitimacy in both partner and 
adversary states. 

The challenge for the United States is twofold: 

1.​ To understand, in near real-time, how legitimacy and trust are evolving within foreign 
societies.​
 

2.​ To equip policymakers with actionable foresight that anticipates shifts in civic resilience, 
enabling them to make strategic choices before crises erupt. 

This paper proposes the establishment of a Civic Foresight and Resilience Unit (CFRU)—a 
non-operational, foreign-focused analytic capability designed to monitor, assess, and forecast 
legitimacy dynamics abroad. The CFRU’s purpose is not to conduct influence operations (although 
its analyses could help inform such programs), but to provide decision-makers with a nuanced 
understanding of civic ecosystems, their vulnerabilities, and their capacity for stability or 
transformation. 

By focusing on foreign legitimacy trends, the CFRU would help the United States strengthen trust 
where it supports stability, anticipate instability where it threatens U.S. interests, and align strategic 
narratives with the aspirations of foreign publics. This reorientation recognizes that global trust in 
the United States and resilience within foreign societies are interlinked, and that intelligence 
must adapt to navigate both. 

This paper emphasizes that trust is not only a normative value but also a measurable indicator of 
legitimacy and resilience—requiring rigorous methods to distinguish genuine confidence from 
coerced compliance. 

The Strategic Value of Trust 

Trust operates as a form of strategic capital for the United States in foreign policy. When foreign 
publics and governments trust U.S. intentions, it: 

●​ Strengthens alliances and partnerships.​
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●​ Facilitates cooperation in multilateral initiatives.​
 

●​ Increases the receptivity of U.S. narratives in contested information environments.​
 

Conversely, a loss of trust can cause partners to hesitate, dilute coalition resolve, and open space for 
adversarial influence. Declining trust—whether in the U.S. or a partner state’s institutions—can be 
as strategically consequential as military setbacks. 

Trust is a topic that can be approached from many different angles; in this paper, we focus on 
declining trust as a variable that undermines stability, resilience, and democratic transition. 
We anticipate that such a focus would be the primary, although not necessarily the sole focus of our 
proposed CFRU.  We present four brief case studies that show how such analysis might be applied to 
four different situations involving both adversaries and more friendly states: 

●​ In Iran, legitimacy erosion threatens regime stability while creating opportunities for civic 
realignment.​
 

●​ In Ukraine, shifts in public morale and institutional trust influence wartime resilience.​
 

●​ In Tunisia, diminishing trust in democratic institutions fuels backsliding into 
authoritarianism.​
 

●​ In Taiwan, perceptions of national resilience and will to resist directly impact deterrence 
against Chinese aggression.​
 

These examples illustrate how legitimacy trends can determine the success or failure of both 
foreign governments and U.S. strategic objectives. 

Just as trust operates as strategic capital abroad, it is also the indispensable foundation of the 
Intelligence Community’s legitimacy at home. Without public confidence, even the most rigorous 
analysis risks being dismissed or politicized. Restoring America’s trust in its intelligence institutions 
is therefore not a separate task but part of the same strategic challenge: to demonstrate foresight, 
transparency in method, and accountability to democratic values. 

The Civic Foresight and Resilience Unit (CFRU) 

Mission Statement:​
A non-operational, foreign-focused analytic element designed to close the intelligence gap in 
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monitoring and forecasting legitimacy dynamics abroad. Its mission is to provide policymakers with 
actionable foresight about trust and resilience in partner and adversary states. 

How the CFRU Differs from Traditional Analysis:​
Regional analysts in the Intelligence Community (IC) focus primarily on leadership intentions, 
military capabilities, economic policies, and geopolitical maneuvering.  Traditional analytical units 
typically address domestic political and economic developments as a means of understanding the 
factors influencing intentions, capabilities, and foreign and economic policies.  In contrast, the CFRU 
would specialize in civic ecosystem intelligence—tracking the narratives, institutions, and public 
sentiments that shape public and elite trust in leaders and institutions and affect the resilience of a 
political system. 

This approach also offers lessons for restoring public trust in the Intelligence Community itself. By 
emphasizing open-source methods, rigorous measurement, and transparent indicators, a 
CFRU-style framework models how intelligence can provide foresight without overreach. It signals 
to the American public that intelligence can serve the common good—protecting legitimacy and 
resilience—while avoiding politicization or intrusion into domestic life. 

The CFRU’s discourse and opinion analysis would explicitly account for the fact that not all cohesion 
is evidence of resilience. Its assessments would distinguish between genuine civic solidarity and 
manufactured conformity, recognizing that apparent unity can emerge from propaganda, 
repression, or collective apathy rather than trust and consent. Indicators such as coerced unanimity, 
atomized publics, or widespread inertia would therefore be treated not as signs of strength, but as 
markers of fragility and elite manipulation—masking fissures beneath the surface rather than 
resolving them. 

Within this framework, trust would be operationalized by triangulating sentiment trends, discourse 
alignment, and behavioral signals such as civic participation or withdrawal—ensuring that it is 
treated not as an abstract ideal but as a measurable and actionable indicator. 

This includes: 

1.​ Narrative Mapping: Using open-source intelligence (OSINT), AI-assisted discourse analysis, 
and cross-platform sentiment tracking to identify shifts in public narratives.​
 

○​ Example: PersuMedia analysis, monitoring pessimism expressed in the Iranian 
media over such topics as domestic fissures, women’s issues, and regime stability, 
detected a sharp spike in dissatisfaction with President Ra’isi’s enforcement of hijab 
laws in Summer 2022—one month before the “Woman, Life, Freedom” protests 
erupted. This spike was captured by our Discourse and Opinion AI, which measured 
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pessimism among elites and in the content of local media toward issues tied to 
stability, institutional trust, and social fissures.  

2.​ Resilience Assessment: Evaluating indicators such as institutional trust, social cohesion, 
and public morale—using narrative and discourse analysis (e.g., measuring optimism or 
pessimism in local media)—to gauge a society’s capacity to absorb shocks. 

○​ This framework recognizes that cohesion is not inherently stabilizing—it may be 
manufactured or mobilized toward destructive ends. Equally, resilience can emerge 
from societies that tolerate dissent and manage contention through trusted 
institutions. 
 

3.​ Opportunity Forecasting: Identifying openings for U.S. engagement that align with the 
aspirations of foreign publics—whether to support diplomatic outreach, conflict 
de-escalation, or democratic resilience.​
 

By embedding these functions into the IC, the CFRU would give policymakers a forward-looking 
dashboard that monitors trust and its impact on civic stability and legitimacy, enabling 
strategic agility.  In doing so, the CFRU would complement, rather than supplant, the analysis on 
domestic politics conducted in regional offices, providing an additional tool for regional analysts 
and an alternative perspective on an important topic. 

Case Studies 

1. Iran – Legitimacy at a Crossroads 

Iran presents a complex and perennial strategic challenge. Years of governance failures, economic 
hardship, and repression have eroded institutional legitimacy. The aging remnants of the 
revolutionary generation cling to power largely through the coercive power of the Islamic 
Revolutionary Guards Corps and the manipulation of patrimonial networks. The ideals of the 
Revolution, grounded in the anti-imperialist theories of the 1960s and discredited by its failure to 
produce either prosperity or a moral society, no longer inspire or motivate most Iranians. Instead, 
civic movements—whether organized around women’s rights, labor rights, or environmental 
issues—are reshaping the political landscape in spite of regime oppression. 

The CFRU could integrate long-term trend analysis with near real-time narrative monitoring to: 

●​ Identify moments when legitimacy crises create openings for engagement.​
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●​ Anticipate leadership transitions and their impact on foreign policy.​
 

●​ Assess the potential for civic narratives to moderate state behavior. 

For example, PersuMedia’s analysis in mid-2022 detected early warning signals of instability weeks 
before the Mahsa Amini protests erupted. By monitoring pessimism in Persian-language media and 
discourse around economic conditions, corruption, and enforcement of hijab laws, analysts 
observed a measurable erosion of public trust. Had the CFRU been operational, such findings could 
have been flagged as indicators of latent unrest, enabling U.S. policymakers to anticipate the scale 
and direction of protests and identify opportunities for calibrated engagement with Iranian society. 

 

2. Ukraine – Resilience Under Fire 

In Ukraine, the CFRU would focus on the intersection of battlefield outcomes and civic resilience. 
Analysts would track how major events—such as territorial losses or gains, attacks on civilian 
infrastructure, or changes in Western military support—shape public morale and cohesion. 
Monitoring Ukrainian social media and independent news sources would provide insights into 
shifting attitudes toward both the Zelensky government and Western allies. This approach would 
complement traditional military assessments by highlighting how civic resilience influences 
Ukraine’s capacity to sustain long-term resistance. 
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3. Tunisia – Democratic Backsliding 

Tunisia illustrates the challenges of democratic transition and erosion. While the overthrow of Ben 
Ali in 2011 initially appeared to signal durable democratization, subsequent backsliding highlights 
vulnerabilities in emerging pluralistic systems. Here, the CFRU would have analyzed the strength of 
pluralistic narratives, patterns of public trust in transitional institutions, and how economic 
grievances were leveraged by authoritarian actors. Although this case is now primarily 
retrospective, it demonstrates how a CFRU could have identified early warning signs of democratic 
decline and advised on opportunities for targeted support to pluralistic movements. 

4. Taiwan – Resilience and Deterrence 

Taiwan represents a forward-looking 
application of CFRU analysis. 
PersuMedia’s monitoring of public 
discourse in 2024 revealed measurable 
swings in optimism and pessimism 
regarding Taiwan’s future, shaped both 
by international support and by threats 
from Beijing. For instance, spikes in 
pessimism correlated with Chinese 
military exercises and coercive rhetoric, 
while optimism rose following U.S. and 
allied diplomatic gestures of support. By 
systematically tracking such sentiment 
data, the CFRU could forecast potential 
shifts in public trust and resilience, 
identifying both vulnerabilities to psychological pressure and opportunities for bolstering 
confidence in democratic governance. This method would help policymakers anticipate Beijing’s 
attempts at “salami-slicing” influence operations while strengthening constituencies for deterrence 
and engagement. 

Conclusion 

Trust is not an abstract ideal—it is a measurable and actionable variable in foreign policy. The CFRU 
would give the United States a dedicated capacity to track, understand, and forecast legitimacy 
trends abroad, allowing policymakers to: 

●​ Anticipate instability before it escalates.​
 

●​ Align strategic narratives with the aspirations of foreign publics.​
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●​ Reinforce U.S. credibility through informed engagement.​
 

Ultimately, restoring America’s trust in its Intelligence Community is inseparable from the IC’s 
ability to strengthen legitimacy abroad. By showing that intelligence can be anticipatory, 
accountable, and respectful of democratic norms, the IC not only enhances U.S. credibility overseas 
but rebuilds confidence at home. Trust, once restored, becomes both the means and the end: the 
asset that sustains resilience across borders. 

By integrating this capability into the IC, the U.S. would not only strengthen its ability to manage 
foreign crises but also enhance its strategic capital in a competitive global environment—proving 
that America can rebuild trust globally not with troops or tweets, but with truth, foresight, and civic 
resilience. 
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